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FortiGate Connector for Cisco ACI v.1.1 Introduction

FortiGate Connector for Cisco ACI v.1.1

Introduction

This document provides the following information for FortiGate Connector v1.2 for Cisco ACI v1.2 (2.x). This
product can also refer as FortiGate Device Package for Cisco APIC.

• Special Notices

• Product Integration and Support

• Known Issues

• Limitations

Supported Models

FortiGate Connector for Cisco ACI v1.2 supports the following predefined models:

l FG-600D
l FG-900D
l FG-1000D
l FG-1200D
l FG-1500D
l FG-3000D
l FG-3100D
l FG-3200D
l FG-3700D
l FG-VM

Unknown models
The use of FortiGate Connector can be attempted with any FortiGate model, but do so with caution.Only those
listed above have been confirmed. If an unknown model of FortiGate is used, the user needs to verify port names
match the real FortiGate model.
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Supported Features FortiGate Connector for Cisco ACI v.1.1

Supported Features

The FortiGate Connector for Cisco ACI supports the following functions:

Baseline features from v.1.0 to v.1.1
l Cisco ACI service insertion - software package for FortiGate device deployed to Cisco APIC, containing FortiGate

models, function description, version, credentials, as a L4-L7 service.
l Enable tenant configuration to add/modify/delete L4-L7 device of FortiGate firewall service.
l Enable FortiGate deployment as both physical and virtual device (FortiGate chassis & VM).
l Support both transparent (GoThrough) and L3 (GoTo) device mode .
l Automatically create VDOM (context). One VDOM per logical device under a tenant.
l Enable FortiGate specific interface configuration: physical interface and port channel.
l Support IP address configuration on Layer 3 interfaces.
l Support subnet and service object configuration.
l Enable FortiGate firewall device to connect to endpoint groups (EPGs).
l Support IPv4 policies: match, action, network operations & security features’ selection.
l Support NAT.
l Enable service graph to add/modify/delete FortiGate firewall service node
l Multiple interfaces can be added in the same device
l Single logical port can be shared in the same EPG for multiple service graphs
l Single VDOM can be used in multiple service graphs

Additional features added in v1.2
l High Availability (Active-Standby Mode)
l OSPF based routing configuration in the L3 (GoTo) mode
l Support for logging and error reporting of Fortigate as a L4-L7 device
l Automatically create VDOM based on APIC virtual device ID
l Policy enable/disable support
l Enable/Disable DDoS features
l Enable/Disable UTM Security Profiles
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Special Notices

Predefined keywords
Do not modify the predefined key words used by FortiGate.

Custom Addresses and Services character limitations
The name fields of Firewall Addresses and Services should not include spaces or special characters.

VDOM name limitations
Beginning with FortiGate Connector v1.2, VDOM name is no longer a configurable option due to design
recommendation from Cisco. The VDOM name will be the virtual device ID. After a service graph is deployed, a
virtual Device ID is randomly assigned by Cisco APIC and that will be the VDOM name appears on Fortigate.

Rule ID sequence and Policy Name
Rule ID with lowest number will get processed and listed first on the FortiGate. In addition, if deploying multiple
service graphs shared with same virtual device, please ensure Rule IDs and Policy Names are unique otherwise,
they will override each other.

OSPF Configuration
User doesn’t need to perform any OSPF parameter configuration except Router ID configured in Router
Configurations under L4-L7 services. The recommendation from Cisco is that user creates OSPF Configuration
on L3OUTs which is the corresponding interface configuration along with all OSPF parameters to the FortiGate
on APIC. During the Service Graph deployment, Fortigate Connector device package will extract the OSPF
parameters from APIC and then program the corresponding OSPF configurations on FortiGate.

Transparent Mode and NAT Mode Configuration
Beginning with FortiGate FortiConnector v1.2, the device package no longer has the option to select VDOM
mode. When Go-Through mode is selected, interface ip address field must be in default setting; when “GoTo”
mode is selected, interface ip addresses must be configured with valid ip address and network mask.

Change of VRF mapping After Service Graph Deployed
We uncovered a design issue for specific scenario where user changed VRF mapping after the service graph
deployed which caused out of sync behavior between Cisco APIC and FortiGate.

We are actively working with Cisco to address this issue. At the meantime, the work around will be to remove the
service graph, change the VRF mapping and then re-deploy the service graph. This behavior was observed on
APIC version 1.2(3c) but not in 1.3(1g).
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Product Integration and Support FortiGate Connector for Cisco ACI v.1.1

Static Route Sequence Number
For Static Route Sequence Number of 0 (default value), Device Package will ignore static route programming.
Otherwise, Device Package will program any entry in the Static Route fields when Sequence Number is greater
than 0.

Product Integration and Support

Fortinet Products
This Version of FortiConnector for Cisco ACI is compatible with the following firmware:

l FortiOS 5.4.0 and above

Cisco Environment
This Version of FortiConnector for Cisco ACI is supported by the following Cisco ACI environments:

l Cisco ACI v1.2 (2.x) or above

Known Issues

The following issues have been identified in version 1.2. For inquires about a particular bug or to report a bug,
please contact Customer Service & Support.

Bug ID Description

0308841 REST API via Cisco APIC to push multiple VDOMs creation observe crash on FortiGate

0306906 VDOM creation task takes a long time when there are already an extensive number of VDOMs
configured on the FortiGate

Known issues from previous versions not listed here have been resolved.

Limitations

There are limitations to the FortiGate Connector and FortiGate combination. Some of these will be limitations of
what the FortiGates can do in the environment. Some of these limitations will be what the FortiGate Connector
can do. The limitations are:

l Dynamical routing protocol BGP is not supported.
l DNAT and other FortiGate features are not supported. But, user can manually configure them on FortiGate after

Service Graph is deployed.
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